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1 Introduction

This normative epSOS binding defines constraints to the use of cryptographic algorithms and key lengths.
1.1 Related EED Design Documents

Requirements and logical level specifications related to this binding are provided in [epSOS EED Design].
epSOS profiles for signature certificates as to be used for signing SAML assertions are provided in [EED-B X.509].
1.2 Conventions

The keywords MUST, SHOULD, MAY, SHOULD NOT and MUST NOT are used as defined in [RFC 2119].
epSOS related terms (e.g. NCP) are to be interpreted as defined in [epSOS EED Design] and [epSOS Glossary].

1.3 Status of this Binding

The binding as defined in this document is a normative binding. All epSOS participating nations MUST implement this binding within their NCP.

Additional or alternative bindings MUST NOT be defined and implemented for the 2012-2014 epSOS large scale piloting. epSOS participating nations MAY agree on additional bindings for implementing bilateral, non-epSOS use cases.
2 Cryptographic Keys and Algorithms 

All cryptographic keys and algorithms used for epSOS and its implementations MUST fulfil at least the requirements of [ECRYPT-II D.SPA.20] for Level-5 (Legacy Standard) security. This corresponds to 96-bit security (symmetric equivalent). 

The use of the 112-bit equivalent Level-6 (Medium Term Protection) security is recommended (SHOULD) for message security.

The use of the 128-bit equivalent Level-7 (Long Term Protection) security is recommended (SHOULD) for data security and digital certificates. 

[ECRYPT-II D.SPA.20] recommendations define the epSOS minimum requirements on the selection of cryptographic keys and algorithms. Countries participating in and epSOS circle of trust MAY agree to choose another algorithm catalogue (e. g. [BSI TR-3116], [FNISA CryptMech], [NIST SP800.57/1]) as long as this does not fall behind [ECRYPT-II D.SPA.20] level-5.

Algorithms based on elliptic curves MAY be used if agreed by all countries that participate in the respective circle of trust. If SHA-2 is used, only non-patented hash algorithms of the SHA-2 family MUST be used (recommendation: SHA-256 (SHOULD)). 
3 XML Digital Signatures and XML Encryption 

3.1 Assertion Signature

Every SAML Assertion that is used for brokering identity and context information among NCPs MUST be signed by its issuer. The XML signature MUST be applied by using the saml:Assertion/ds:Signature element as defined below

	Signature Parameter
	Usage Convention

	CanonicalizationMethod
	SHOULD be "http://www.w3.org/2001/10/xml-exc-c14n#"

	Transformation
	Enveloped signature transform acc. to section 6.6.4 of [W3C XMLDSig] SHOULD be used (http://www.w3.org/2000/09/xmldsig#enveloped-signature). In addition, exclusive canonicalization SHOULD be defined as transformation (http://www.w3.org/2001/10/xml-exc-c14n#, acc. [W3C XMLDSig] and [W3C XML-EXC 1.0]). As inclusive namespaces other prefixes than the ones defined in [EED-B SAML] MUST NOT be used.

	SignatureMethod
	The signature method MUST comply with the epSOS recommendations on algorithms and key lengths (see chapter 2). For signing assertions the signature method

· http://www.w3.org/2001/04/xmldsig-more#rsa-sha256 or

· http://www.w3.org/2000/09/xmldsig#rsa-sha1 

SHOULD be used. An assertion consumer MAY reject signatures that use SHA-1 for digesting. 

	DigestMethod
	The hash algorithm MUST comply with the epSOS recommendations on algorithms and key lengths (see chapter 2). For signing assertions the digest method 

· http://www.w3.org/2000/09/xmldsig#sha1 or
· http://www.w3.org/2001/04/xmlenc#sha256

SHOULD be used. An assertions consumer MAY reject SHA-1 digests. 

	KeyInfo
	This element MUST either contain a wsse:SecurityTokenReference element which references the X.509 certificate of the assertion’s issuer by using a subject key identifier OR contain a ds:X509Data element which contains the X.509 certificate of the assertion issuer.


3.2 XML Encryption

XML Encryption has shown to be vulnerable against man-in-the-middle attacks. Therefore XML encrypted data MUST only be shared among epSOS actors through encrypted transportation channels.
4 Security Relaxations for Pilot Testing

Although the normative specification mandatorily specifies the usage of SHA-2 hash algorithms, many PN were unable to obtain compliant certificates on short notice or the foreseeable future. Furthermore, some PN are also unable to obtain a compliant set of certificates from a Trusted Third Party provider due to organisational constraints. Consequently, the provision of compliant and harmonised certificates for all epSOS PN that plan to pilot was unsuccessful with the certificate issue being a blocking factor. 

As a compromise, WP 3.10 and TPM authorised the temporary use of SHA-1 certificated until the end of 2012 under the condition of a thorough assessment by epSOS security experts and the PSB Legal Expert Group (PSB-LEG).

Agreed Relaxation: SHA-1 MAY be used as a hash algorithm for the epSOS pilots until the end of 2012, but a country MAY react to respective messages and security token with an error requesting SHA-2 to be used.
5 References

5.1 Normative References

[ECRYPT-II D.SPA.20] 
Ecrypt-II NoE: ECRYPT2 Yearly Report on Algorithms and Keysizes. September 2012. http://www.ecrypt.eu.org/documents/D.SPA.20.pdf
[EED-B SAML]
epSOS WP3.A/SEG: epSOS SAML Profiles. Version 1.2, December 2013.

[EED-B X.509]
epSOS WP3.A/SEG: epSOS X.509 Certificate Profiles. Version 1.0, December 2013.

[epSOS EED DESIGN]
epSOS WP3.A: epSOS Architecture and Design - Interoperability Specification. Version 1.0, December 2013. 

[epSOS EED REQ]
epSOS WP5.2.5: epSOS Consolidated Requirements. Recent Version available at https://service.projectplace.com/pp/pp.cgi/0/805158781
[epSOS Glossary]
epSOS WP5.2.5: epSOS Glossary. Recent Version availably at https://service.projectplace.com/pp/pp.cgi/d780345132/epSOS_Glossary.xls
[OASIS SAML 2.0]
OASIS Security Services TC: Assertions and Protocols for the OASIS Security Assertion Markup Language version 2.0, available at http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
[OASIS SAML Authn]
OASIS Security Services TC: Authentication Context for the OASIS SAML v2.0, available at http://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf
[RFC 2119]
Bradner, S.: Key words for use in RFCs to Indicate Requirement Levels. Harvard University, Boston, Massachusetts, 1997.
[W3C XMLDSig]
W3C: XML Signature Syntax and Processing (Second Edition). W3C Recommendation, June 2008. http://www.w3.org/TR/xmldsig-core/
[W3C XML-EXC 1.0]
W3C: Exclusive XML Canonicalization Version 1.0. W3C Recommendation, July 2002. http://www.w3.org/TR/xml-exc-c14n/
5.2 Non-Normative References

[BSI TR-3116] 
Bundesamt für Sicherheit in der Informationstechnik: BSI - Technische Richtlinie 03116 für die eCard-Projekte der Bundesregierung. Version 3.17. April 2013. https://www.bsi.bund.de/DE/Publikationen/TechnischeRichtlinien/tr03116/index_htm.html
[FNISA CryptMech]
Secrétariat général de la défense nationale: Mécanismes cryptographiques - Règles et recommandations concernant le choix et le dimensionnement des mécanismes cryptographiques de niveau de robustesse standard. Version 1.1. December 2006.
[NIST SP800.57/1]
E. Barker, W. Barker, W. Burr, W. Polk, and M. Smid (Eds.): NIST Special Publication 800-57: Recommendation for Key Management – Part 1: General. March 2007.

	WP3A_epSOS_EED_Cryptographic-Algorithms-v0.3-1.doc
	Page  2 of 7



[image: image2.png]