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1 Use of Public Key Security in epSOS
epSOS does not establish direct end-to-end trust relationships between data producers and data consumers. Instead epSOS security relies on a “brokered trust” paradigm [epSOS EED Design] where NCPs act as trust brokers between a national infrastructure (NI) and the epSOS domain. NCPs are bound to the epSOS trust domains as well as to their national trust domain. As such they are assumed as trusted by other NCPs and by all services and actors within their respective national infrastructure.
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Establishing an epSOS Trust Domain among NCPs has many facets to consider:
· NCPs MUST be able to verify the authenticity of other NCPs 

· NCPs MUST be able to establish a closed network on top of a public network

· NCPs MUST be able to establish secure messaging channels with other NCPs

· epSOS NCPs MUST be aware of the integrity and authenticity of requests and data which are received from another NCP

For implementing these requirements epSOS makes use of public key cryptography for digital signatures and asymmetric encryption. This binding specifies the respective certificates to be used.
1.1 The X.509 Standard
Public key infrastructures (PKI) are based on the ITU-T X.509 standard that specifies formats for public key certificates, certificate revocation lists (CRL), attribute certificates, and means for certification path validation. 
This binding specifies the epSOS profiles on X.509 certificates and CRLs which are used for public key security within epSOS. Common epSOS certificate profiles ensure an equal level of trust among all epSOS participating nations and are prerequisite to a common understanding of the key characteristics of trustworthy certificates within the epSOS network.

1.2 Related EED Design Documents

Algorithms and key lengths to be used for implementing the epSOS X.509 certificate profiles are specified in [EED-B Crypt].
Other epSOS documents must refer to this binding as [EED X.509]. Unless a version number is given, references to [EED X.509] always refer to the most current version that is published on the epSOS website http://www.epsos.eu.
1.3 Conventions

The keywords MUST, SHOULD, MAY, SHOULD NOT and MUST NOT are used as defined in [RFC 2119].
epSOS requirements are managed within a central requirements management tool and serialized into [epSOS EED REQ]. References to requirements always use the identifiers as used with the central requirements. Newly defined requirements are handed over to the central requirements management. In case of doubt or conflict, [epSOS EED REQ] MUST be considered to be the normative phrasing of a requirement.
1.4 Terms and Definitions

The term “health professional (HP)” denotes a doctor of medicine, a nurse responsible for general care, a dental practitioner, a midwife or a pharmacist within the meaning of Directive 2005/36/EC, or another professional exercising activities in the healthcare sector which are restricted to a regulated profession as defined in Article 3(1)(a) of Directive 2005/36/EC, or a person considered to be a health professional according to the legislation of the country of treatment [epSOS Glossary#e1-GLS-1338].  Health professionals are allowed to process medical patient data according to the legislation of the country of the health professional’s residence. An “epSOS Point of Care (POC)” is a location where an epSOS patient may seek healthcare services [epSOS Glossary#e1-GLS-1420].

A “National Contact Point (NCP)” is an entity in each particular country to act as a bidirectional technical, organizational and legal interface between the existing national functions and infrastructures [epSOS Glossary#e1-GLS-1388].  In this document the term “NCP” emphasizes the technical aspects of this interface and as such refers to a gateway which facilitates various aspects of cross-border data sharing (e.g. message forwarding, signature verification).
1.5 Status of this Binding

The binding as defined in this document is a normative binding. All epSOS participating nations MUST implement this binding within their NCP.

Additional or alternative bindings MUST NOT be defined and implemented for the 2011-2013 epSOS large scale piloting. epSOS participating nations MAY agree on additional bindings for implementing bilateral, non-epSOS use cases.
2 General Considerations
2.1 Pilot Tests vs. Operations

epSOS participating nations MAY use different certificates for epSOS pilot testing and epSOS operations. Security relaxations MAY be applied to testing certificates and MUST not be applied to operational certificates. Operational certificates MAY be used for pilot testing. Pilot testing certificates MUST NOT be used for epSOS operations.
2.2 Algorithms and Key Length

All cryptographic objects and algorithms contained with epSOS compliant certificates MUST follow the “epSOS Cryptographic Keys and Algorithms” guidelines [EED-B Crypt]. For pilot testing [EED-B Crypt] defines several security relaxations, that also MAY be applied to epSOS certificates which are used during pilot testing. Relaxations MUST NOT be applied to certificates which are used for epSOS operations.
2.3 Certificate Issuing Authorities

All certificates used for epSOS operations MUST be issued by a trustworthy authority that is registered with an epSOS PN Trust Service Status List [ETSI TS 102 231]. 
2.4 Certificate Verification
Each certificate that is received by an NCP as part of a security handshake or within a digital signature MUST be verified by that NCP. The following verifications apply to both piloting and operational certificates:
· The current date MUST be within the validity range of the certificate.

· The certificate MUST NOT be revoked.

· Algorithms and key length MUST comply to [EED-B Crypt].

The following verifications MUST be applied to operational certificates and MAY be omitted for piloting certificates:

· The certificate itself or a certificate within the certificate’s certificate chain MUST be registered within an epSOS Trusted Service List [EED-B TSL].

·  The use of the certificate MUST be compliant with its key usage element as specified for the respective certificate profile (see chapter 3).
3 epSOS Certificate Profiles

The following sections define how to set up epSOS compliant X.509 certificates. All certificates issued by a CA that are used for epSOS are to be based on these guidelines.
While sections 5.4.1 and 5.4.2 define general requirements on epSOS compliant certificates, the following sections specify the specifics of certain epSOS certificates:

	Certificate Profile
	Section
	Purpose
	Deployment

	VPN Client Gateway
	3.3
	Establishment of IPSec VPN between epSOS nodes
	NCP-B

	VPN Server Gateway
	3.4
	Establishment of IPSec VPN between epSOS nodes
	NCP-A

	Service Consumer Node Authenticity
	3.5
	Establishment of epSOS circle of trust
	NCP-B

	Service Provider Node Authenticity
	3.6
	Establishment of epSOS circle of trust
	NCP-A

	NCP Signature
	3.7
	Signatures on messages and assertions
	NCP-A, NCP-B

	OCSP Responder
	3.8
	OCSP Responder authenticity
	CA


Table 1: epSOS Certificate Profiles
3.1 Certificate Profiles - General Stipulations
epSOS compliant certificates SHOULD be Common PKI compatible.

	Version

	Certificates to be deployed MUST be v3. 


	Signature algorithm

	 “epSOS Cryptographic Keys and Algorithms” recommendations [EED-B Crypt] MUST be followed.



	Serial number

	The serial number MUST be an unambiguous positive integer value with a maximum of 20 bytes. 



	Validity from/to

	Certificates used by epSOS services SHOULD be valid for a maximum of 1 year. 


	IssuerUniqueID

	The field "IssuerUniqueID" MUST NOT be used. 



	SubjectUniqueID

	The field "SubjectUniqueID" MUST NOT be used. 



	Subject

	The Subject-DName MUST remain unambiguous over the entire lifetime of the CA. 

The minimal attributes the DName MUST have are C (Country), O (Organization), and CN (Common Name). 
The attributes T (Title), G (Given Name), and SN (Surname), containing information about the authority responsible for the certificate, SHOULD be used. The attribute OU (Organizational Unit) MAY be used. 

String lengths MUST be limited as follows:

- C (Country)( 2 bytes (ISO 3166 code)

- O (Organization)( max. 64 bytes

- CN (Common Name)( max. 64 bytes

- T (Title)( max. 64 bytes

- G (Given Name)( max. 64 byte

- SN (Surname)( max. 64 bytes

- OU (Organizational Unit)( max. 64

Further DName attributes (for example E (E-Mail)) SHOULD NOT be provided. If, however, they are deployed, the Common PKI string-length limits MUST be adhered to. 

The DName string MUST be coded in UTF8. The use of a subset (Unicode Latin-1 page - ANSI/ISO 8859-1) is recommended (SHOULD).

The certificate SHOULD always include the name of a contact person:

C=[Country Code], O=[Name of the Organisation](, OU=[Organizational Unit]), CN= [Common Name, T=[Title], G=[Contact person’s given name(s)], SN=[Contact person’s surname(s)]



	Issuer

	The DName MUST be identical to the subject DName of the Issuer certificate.



3.2 Certificate Profile - Certificate Extensions

The following section discusses X.509v3 certificate extensions, which must be considered in the present specification. The structuring is based strictly on the Common PKI standard.

In addition to the extensions presented here, others may be included, but they must be in strict compliance with the Common PKI specification. Limiting the extensions selected to those delineated here is recommended.
	AuthorityKeyIdentifier (non-critical)

	"Authority KeyIdentifier" MUST be included as an extension in the certificate. 

The "SubjectKeyIdentifier" of the issuing CA MUST be used. 

AuthorityCertIssuer and AuthorityCertSerialNumber SHOULD NOT be used as AuthorityKeyIdentifier. 


	SubjectKeyIdentifier (non-critical)

	"SubjectKeyIdentifier" MUST be included as an extension in the certificate. 

One of the methods described in RFC5280 (ch. 4.2.1.2) SHOULD be used. 



	KeyUsage (critical)

	"KeyUsage" MUST be included as an extension in the certificate. 

The extension MUST always be designated as critical. 

The usage type is specific for each epSOS certificate profile (see following sections)

	IssuerAltNames (non-critical)

	"IssuerAltNames" MAY be included as an extension in the certificate. 

If this extension is used, providing a corresponding LDAP-URL from which the issuer certificate can be called up is recommended. (SHOULD)
HTTP and FTP URLs that refer to the certificate MAY also be provided. 



	SubjectAltNames (non-critical)

	"SubjectAltNames" MAY be included as an extension in the certificate. 
If this extension is used, providing a corresponding LDAP-URL from which the issuer certificate can be called up is recommended. (SHOULD)

HTTP and FTP URLs that refer to the certificate MAY also be provided. 
E-Mail addresses (RFC822-name) MAY also be made available. 


	BasicConstraints (critical)

	"BasicConstraints" MUST be included as an extension in the certificate. 

The extension MUST always be designated as critical. 

The extension MUST assume the value FALSE for "ca". 



	ExtendedKeyUsage (non critical)

	The use of this attribute is specific for each epSOS certificate profile (see following sections)


	CRLDistributionPoints (non-critical)

	"CRLDistributionPoints" SHOULD be included as an extension in the certificate. 

This extension SHOULD include the HTTP address from which the certificate-issuing authority’s complete revocation list can be retrieved. 
Optionally, URLs (also LDAP and FTP) where the CRL can be retrieved MAY also be indicated. No other information may be included in the extension. 


	CertificatePolicies (non-critical)

	"CertificatePolicies" SHOULD be included as an extension in the certificate. 

Policyinformation SHOULD only include an OID. 



	Authority Info Access (non-critical)

	"AuthorityInfoAccess" SHOULD be included as an extension in the certificate. 

When the issuing CA offers an OCSP service, its HTTP URI MUST be included in the extension. 




Note: Even though AuthorityInfoAccess and CRLDistributionPoints are specified as non-mandatory extensions, one of them MUST be included in the certificate as defined above. 

3.3 Certificate Profile: VPN Client Gateway Authenticity

The following constraints are specific for epSOS IPSec Client certificates.

	KeyUsage (critical)

	For IPSec client certificates, only the "digitalSignature" usage type MUST be specified. 



	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" SHOULD be included as an extension in the certificate. 

If this extension is included in the certificate, it MUST only accept the value "ClientAuth" (OID 1.3.6.1.5.5.7.3.2).




3.4 Certificate Profile: VPN Server Gateway Authenticity

The following constraints are specific for epSOS IPSec Server certificates.

	Subject

	Server certificates are used for the authentication of servers/services, and this MUST be considered in the Subject when defining the "Distinguished Name". 

The certificate SHOULD always include the name of a contact person. 

The CN (Common Name) MUST include the DNS server name; if it doesn’t, the client’s default setting identifies the server certificate as untrustworthy. 



	KeyUsage (critical)

	For VPN server certificates, only the "keyEncipherment" usage type MUST be specified. 



	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" SHOULD be included as an extension in the certificate. 

If this extension is included in the certificate, it MUST only accept the value "ServerAuth" (OID 1.3.6.1.5.5.7.3.1).




3.5 Certificate Profile: Service Consumer Node Authenticity

The following constraints are specific for epSOS SSL Client certificates.

	KeyUsage (critical)

	For SSL client certificates, only the "digitalSignature" usage type MUST be specified. 



	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" SHOULD be included as an extension in the certificate. 

If this extension is included in the certificate, it MUST only accept the value "ClientAuth" (OID 1.3.6.1.5.5.7.3.2).




3.6 Certificate Profile: Service Provider Node Authenticity

The following constraints are specific for epSOS SSL Server certificates.

	Subject

	Server certificates are used for the authentication of servers/services, and this MUST be considered in the Subject when defining the "Distinguished Name". 

The certificate SHOULD always include the name of a contact person. 

The CN (Common Name) MUST include the DNS server name; if it doesn’t, the client’s default setting identifies the server certificate as untrustworthy. 



	KeyUsage (critical)

	For SSL server certificates, only the "keyEncipherment" usage type MUST be specified. 



	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" SHOULD be included as an extension in the certificate. 

If this extension is included in the certificate, it MUST only accept the value "ServerAuth" (OID 1.3.6.1.5.5.7.3.1).




3.7 Certificate Profile: NCP Signature 

The following constraints are specific for epSOS NCP signature certificates.

	KeyUsage (critical)

	Only the "digitalSignature" AND "nonRepudiation" usage type MUST be specified. 


	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" MUST NOT be included as an extension in the certificate. 




3.8 Certificate Profile: OCSP Responder Certificates

The following constraints are specific for epSOS OCSP Responder certificates.

	KeyUsage (critical)

	Only the "nonRepudiation" usage type MUST be specified. 


	ExtendedKeyUsage (non critical)

	"ExtendedKeyUsage" SHOULD be included as an extension in the certificate. 

If this extension is included in the certificate, it MUST only accept the value „id-kp-OCSPSigning“ (OID 1.3.6.1.5.5.7.3.9)




3.9 Certificate Profile: Certificate Revocation Lists

CRLs can be used to check whether a certificate has been declared invalid or revoked. Both the client and server/service have to reciprocally authenticate all certificates against the CRL before transmitting data to the counterpart. If the certificate is invalid, the connection is terminated.

The following section defines the profile (structure) of a CRL, and all CRLs issued by the CA are to be based on these guidelines. The following guidelines refer to direct CRLs.

3.9.1 CRL Profile - General Stipulations
CRLs MUST be Common PKI compatible. 

	Version

	CRLs to be deployed MUST be v2. 


	Signature algorithm

	“epSOS Cryptographic Keys and Algorithms” recommendations [EED-B Crypt] MUST be followed.



	Issuer

	The DName MUST be identical to the subject DName of the issuer certificate. 


	Validity from/to (thisUpdate/nextUpdate)

	The CRL’s period of validity (from/to) MUST be stated. 




3.9.2 CRL Profile - CRL Extensions

Like certificates, CRLs can also have extensions, some options for which are provided in the following section.

Others are also possible, but it is mandatory that any CRL extension used be compatible with the Common PKI specification. It is recommended that only the extensions presented here be employed.

	AuthorityKeyIdentifier

	The KeyIdentifier MUST be indicated. 


	CRLNumber

	The consecutive number for the CRL issued MUST be indicated. 

It MUST have a unique positive integer value with a maximum length of 20 bytes. 



	IssuerAltNames

	"IssuerAltNames" MAY be an extension in the CRL. 

When using the extension, it is recommended that a corresponding LDAP-URL be given with which the issuer certificate can be obtained (SHOULD).
HTTP and FTP URLs that refer to the certificate MAY also be provided.
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